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Privacy and Cookie Policy

Merck Serono Limited in the UK and/or Merck Serono (Ireland) Limited in Ireland as the case may be ("Merck", "we", "us" or "our") and any other Merck affiliates respect the privacy of visitors to our websites and are committed to the protection of their personal information.

This policy together with our website’s Terms of Use (and any other documents referred to on it), sets out the basis on which any personal data we collect from you, or that you provide to us, will be processed by us and for which purposes. 

[bookmark: _Hlk44424108]Merck’s partner, Global Teamwork operates this website on behalf of Merck.  

Which data do we process and for which purpose?

When do we collect which categories of personal data?

Event Registration and Log-in[footnoteRef:2]:  [2:  Legal basis: Art. 6 (1) b) EU General Data Protection Regulation (hereafter GDPR).] 


Our website is only intended for healthcare professionals residing in the United Kingdom and the Republic of Ireland who have been invited to one of our conference and events, including online events such as webinars.  Access to the site and its content is restricted.

To register for one of our events, we will ask you to complete a form on the website, which lists the personal data and information we require from you to register you at the event, including where applicable your title, name, Clinic/Hospital name, job title, specialism, contact email address, dietary requirements, special requirements, payment card details or invoice details, address and contact details for payment (if applicable). You will also be required to create a log-in and log in to the website in order to access the content of an online event.

Data we collect when interacting with you (offline and online)

We collect data you communicate to us such as when you have a query, talk to our sales or medical representatives or register for one of our events and your experience from previous meetings and collaborations. [footnoteRef:3] [3:  Legal basis: Art. 6 (1) f) GDPR.] 


If you gave your consent, we also collect data about your online behavior on our websites or apps (which websites you visited, which links you clicked on), when using our emails (if you open our emails, which links you clicked on etc.) and your interactions during a live event (Viewing of landing pages, response to registration questions, attendance, participation in polls, Q&A and file download activity during events).[footnoteRef:4]  [4:  Legal basis: Art. 6 (1) a) GDPR.] 


Public sources and third parties

We also collect data from publicly available sources and third parties such as websites to collect data about publications, expertise and your track record.[footnoteRef:5] [5:  Legal basis: Art. 6 (1) f) GDPR.] 


Browsing data (not connected to users)

We also collect browsing data which we do not connect to users. The data we collect include the name of the internet service provider, the web browser from which you access our website, the Merck websites which you looked at, temporarily your full IP address (which is then automatically “obfuscated” by the website systems to prevent direct tracking of your unique IP Address) and the date and duration of your visit.[footnoteRef:6] [6:  Legal basis: Art. 6 (1) f) GDPR.] 


Purposes of data use 

0. Providing you with services you requested

We use your data to provide you access to our website and to services that you requested such as register to attend one of our events and as the case may be any other reservation such as accommodation and subsistence. We also use your data to provide you with services that you requested such as participating in our events (webcasts, 1:1 virtual interactions, virtual workshops), giving you access to our materials, answering questions about our products or sending you newsletters or other electronic communications based on your selections.[footnoteRef:7] We can also individualise the content based on the information we collected about you.[footnoteRef:8] [7:  Legal basis: Art. 6 (1) b) GDPR.]  [8:  Legal basis: Art. 6 (1) f) GDPR.] 


0. Contacting you

We use your data to provide you with any information you require, either prior to or after attending one of our event, e.g. providing you with an attendance certificate or any materials from the events (if appropriate).[footnoteRef:9] [9:  Legal basis: Art. 6 (1) f) GDPR.] 


We may contact you to ask you to take part in a survey to provide us with useful feedback in relation to the event you attended, although you do not have to take part in any such survey. [footnoteRef:10] [10:  Legal basis: Art. 6 (1) f) GDPR.] 


0. Disclosure

Merck will also use your personal data in order to comply with its disclosure and publication obligations under the ABPI/IPHA Code of Practice for the Pharmaceutical Industry.  For this purpose, Merck will gather information about you including transfer of values made to you or for your benefit, including direct or indirect payments, whether in cash, kind or otherwise.  We will ask for your consent to disclose such information in accordance with the relevant code of practice.  If you do not give us consent to disclose your information in such way, Merck will only disclose and publish transfer of values in aggregate. [footnoteRef:11] [11:  Legal basis: Art. 6 (1) c) GDPR.] 


0. Providing you information that may interest you

We aim to present you only information that could be of interest to you and to communicate seamlessly over various channels without sending redundant information. Our communication with you is based on the information we collected about you and are permitted to use. 

For example, if you published articles about a certain therapeutic area, we may invite you to attend to a related congress as a speaker or participate in a clinical trial. Based on the information we collected, we may internally indicate that you are interested in certain categories of information.[footnoteRef:12] [12:  Legal basis: Art. 6 (1) a) and f) GDPR.] 


When doing this, we will always respect your wishes like your choice to receive our newsletter emails and if you objected or did not consent to the use of your data for such marketing-related purposes. 

	Further information:

We only wish to provide you with information about our product and service offerings, such as products, news and services which we believe are beneficial to you. For this reason, we collect and analyze your personal data in order to learn more about you and your professional activities and interests. We do this only unless you objected or, where required, if you gave your consent. That includes data from:

· Interactions with you, e.g. via a call centre, a representative or a third party or feedback you gave us, e. g. through a survey.
· Events you attended, such as medical congresses, training events, webinars, webcasts, 1:1 virtual interactions, virtual workshops or peer-to-peer meetings.

· Online behaviour, i.e. data about your activities when you visit our website, such as pages visited, clicks, downloaded materials, open emails (if you consented).

· Possible requests from you, e. g. for advertising material, samples or a sales representative visit.

How to select when and how to contact you? 

We provide you information via various channels such as e‑mails, letters, calls, our website or otherwise. It is our aim not to provide you with redundant information. Therefore, we combine available communication channels (according to your communicated preferences) and provide information based on your personal information.

When selecting the information we communicate to you, we use software tools to analyse the available data to create different groups of recipients who receive different types of information. 

An example: If you publish in the field of oncology research and request materials with information on the latest research, we assume you are interested in learning more about those therapies so we may provide you with additional materials or may invite you to participate in a clinical trial. 




0. Legal obligations and legal enforcement

In some cases, we are under a legal obligation to process personal data. A typical example is the above described disclosure requirement, but it also is the processing within the scope of pharmacovigilance, i.e. the obligation to investigate and share data when potential side effects of drugs become known.[footnoteRef:13] [13:  Legal basis: Art. 6 (1) c) GDPR.] 


Where required, we can also use your data to enforce our third-party rights (such as copyright infringements).[footnoteRef:14] [14:  Legal basis: Art. 6 (1) f) GDPR.] 


0. General statistics, website security

We use browsing data of our users for creating aggregated statistics (so that statistics do not show data about a single user but only about the collective data of a number of users), to learn what is of interest to users in order to improve our websites and offering. We also use the browsing data for maintaining or restoring the security of our offer or to detect and correct technical defects and errors.[footnoteRef:15] [15:  Legal basis: Art. 6 (1) f) GDPR.] 


We also collect data about the location of the devices accessing our website for statistical purposes (statistics from where visitors access our website, etc.); you can control the authorisation for this using the browser settings.[footnoteRef:16] [16:  Legal basis: Art. 6 (1) f) GDPR.] 


Cookies and Analytics

Cookies

Cookies are small text files that are placed on your computer by websites that you visit. They are widely used in order to make websites work, or work more efficiently, as well as to provide information to the owners of the website. 
We use four different categories of cookies on our website:
 
	Cookie Category
	Description

	Necessary
	These cookies are necessary for the website to operate.  Our website cannot function without these cookies and they can only be disabled by changing your browser preferences.

	Statistics
	In order to continuously improve our website, we anonymously track data for statistical and analytical purposes.  With these cookies, we can, for example, track the number of visits or the impact of specific pages of our web presence and therefore optimise our content.

	Comfort
	These cookies allow us to provide more comfort for you.  For example, previously searched products or services can be reloaded again after revisiting our website and you won’t need to enter all the details again.  We can also detect if you need assistance with using our website and therefore offer you direct customer support.

	Personalisation
	These cookies are used to display personalised content matching your interests.  We can display personalised and relevant services to ensure that you are always up to date on related offers.




You can block cookies by activating the setting on your browser that allows you to refuse the setting of all or some cookies. However, if you use your browser settings to block all cookies (including essential cookies) you may not be able to access all or parts of our website. To find out more about cookies, including to see what cookies have been set and how to manage and delete them, visit www.allaboutcookies.org. 

Google Analytics

This website uses Google Analytics, a web analysis service provided by Google Inc. ("Google") to store "analytical cookies" on your device[footnoteRef:17]. This means that information about users and the use of our website is transmitted to Google and processed on our behalf for the purpose of compiling reports on website activity, measuring website visits and visitors and providing similar services for us. This includes the transmission of your IP address, but it will not be merged with other Google data. In addition, your IP address is shortened (usually within the European Union) and saved by Google only in an abridged form. For data storage in the United States, Google has entered into EEA-Standard Contractual Clauses between its relevant entities to cover these transfers. [17:  Legal basis: Art. 6 (1) f) GDPR.] 

You can object to the processing of your data for these purposes by installing a browser plugin (https://tools.google.com/dlpage/gaoptout?hl=en-GB).

1. Adobe Analytics

This website uses Adobe Analytics, a web analytics service provided by Adobe Systems Software Ireland Limited ("Adobe") to store "analytical cookies" on your device.[footnoteRef:18] This means that information about users and the use of our website is transmitted to Adobe and processed by us on our behalf for the purpose of compiling reports on website activity, measuring website visits and visitors and providing similar services to us. This includes the transmission of your IP address, but will not be merged with other Adobe data. In addition, it is pseudonymized prior to the geolocalisation and replaced by a generic IP address before storage.  As data can be transferred to the USA in exceptional cases, Adobe has entered into EEA-Standard Contractual Clauses between its relevant entities to cover these transfers.   [18:  Legal basis: Art. 6 (1) f) GDPR. ] 

 
You can object to the processing of your data for statistical purposes by using the following link ("Use of Adobe Marketing Cloud by our business customers" section): https://www.adobe.com/uk/privacy/opt-out.html.

Recipients of personal data; data transfer to third countries

Adverse events or enforcement of rights

If we become aware of potential cases of adverse reactions to one of our products, we are required by law to document and share the relevant information, including personal information with authorities worldwide, including the HPRA in the Republic of Ireland and the MHRA in the UK, and, where necessary for further assessment, to contact the reporting parties. 
In order to enforce our rights or to protect our rights or the rights of third parties with the holders of such rights, consultants and authorities.

Disclosure

If you have given us consent to disclose your personal data for us to comply with our disclosure and publication obligations under the ABPI/IPHA Code of Practice for the Pharmaceutical Industry, we will disclose the required information, including your personal data to the ABPI/IPHA as appropriate for publication in accordance with the relevant code of practice.  If you have not given us consent to disclose your information in such way, Merck will only disclose and publish transfer of values in aggregate. 

External service providers for data processing

We use service providers which support us to provide our services. These service providers process data only in accordance with the instructions and under the control of Merck and exclusively for the purposes described in this privacy policy. 

Merck will take all steps reasonably necessary to ensure that the data you provide is adequately protected at all times (including in the event data is transferred outside the EU/EEA) according to the requirements of the data protection laws of the UK, Ireland and the European Union.

Data Retention

We store data for as long as necessary for the provision of the service requested by you and in order to enable us to comply with our legal obligations. 

This information will be kept and updated as long as we consider engaging with you. 

Data which is collected while browsing our website and which can legally be considered personal data (such as the obfuscated IP address) is stored for a period of time of no longer than 14 days, unless a reasonably justified incident indicates a longer storage period (e.g. due to a hacking attack). 

Data without any personal identifiable information may be stored permanently. 

Data protection rights and contact

General rights

You have the right to request a copy of the data that we hold about you.  You also have the right to ask us (i) to correct the data we hold about you if you believe it incomplete or inaccurate; or (ii) to delete or remove personal data we hold about you; or (iii) to limit our processing where you believe there is no good reason for us continuing processing it.  

[bookmark: a853930]We may need to request specific information from you to help us confirm your identity and ensure your right to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you for further information in relation to your request to speed up our response.

We try to respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests. In this case, we will notify you and keep you updated.

Right to object

You can also object to the processing of your personal data where we are relying on a legitimate interest and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms. This applies in particular to the collection of your data for statistical measurement of the web audience by Google Analytics and/or Adobe Analytics.

Revocation of your consent

You may withdraw consent at any time where we are relying on consent to process your personal data. However, this will not affect the lawfulness of any processing carried out before you withdraw your consent.

Contact

We are committed to ensure the protection of your personal data.  If you have any queries in relation to this privacy and cookie policy, including any request to exercise your legal rights, please contact Merck’s Medical Information Department using any of the following contact details. 

In the UK contact:
Merck Serono Limited
5 New Square
Bedfont Lakes Business Park
Feltham, Middlesex TW14 8HA
Tel: 020 8818 7373
Email: UKIenquiries@merckgroup.com

In Ireland contact:
Merck Serono (Ireland) Limited
4050 Kingswood Road,
Citywest Business Campus
Dublin 24, Ireland
Tel: 1800 719881
Email: UKIenquiries@merckgroup.com

In addition you have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK supervisory authority for data protection issues (www.ico.org.uk) or to the Office of the Data Protection Commissioner, the Irish supervisory authority for data protection issues (www.dataprotection.ie).  We would, however, appreciate the chance to deal with your concerns before you approach the relevant competent authority, so please contact us in the first instance. 

Data protection declaration as of: August 2022
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